Computing- Online Safety
Year 6- Autumn Term 1
 

Essential Knowledge
 
 
 

By the end of this unit, children will demonstrate independently...
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Description automatically generated]Learning about the positive and negative impacts of sharing online.
Learning strategies to create a positive online reputation.
Understanding the importance of secure passwords and how to make them.
Learning strategies to capture evidence of online bullying to seek help.
Recognising that updated software can help to prevent data corruption and hacking.
A digital footprint means the information that exists on the internet as a result of a person’s online activity.
What steps are required to capture bullying content as evidence.
It is important to manage personal passwords effectively.
What it means to have a positive online reputation.
Some common online scams.



Vocabulary
 
Online Safety 

Anonymity, antivirus, biometrics, block, consent, digital footprint, digital personality, financial information, hacking, inappropriate, malware, online bullying, online reputation, password, personal information, phishing, privacy settings, private, reliable source, report, respect, scammers, screen grab, screenshot, secure, selfie, software updates

Children will learn how to navigate using the internet in a safe and informed way.  This unit strengthens prior knowledge of e-safety taught within school and supports external workshops and visits the children have in line with Keeping Children Safe in Education, 2024 documentation.
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Autumn term 1
	 Key Objectives

· To understand the positive and negative effects of the internet
· Exploring ways to overcome negative feelings online
· To explore the impact and consequences of sharing online
· To know how to create a positive online reputation 
· How to capture bullying as evidence
· To manage passwords effectively 
· To understand strategies to help people online.


	Session One 
Focus: 
To describe online issues that give us negative feelings and know how to get help.
Success Criteria:
I can describe scenarios that could make someone feel sad, worried, uncomfortable or frightened.
I can give examples of how to get help online and offline.
I can explain the importance of asking for help.

Play the video- Online Safety Rap 
Prior knowledge quiz- can children answer the following questions?
· Some of the different ways of communicating online.
· The internet can affect people’s feelings and moods.
· Permission should be received from others before sharing anything about them online.
· Some of the methods used to encourage people to buy things online.
· Privacy settings limit who can access important information such as names, ages, locations, etc.
Display slide 1 of the Presentation: Positives and negatives and ask the children to discuss the benefits of being online. Emphasise the positive aspects of going online, such as communication, shopping, finding information, streaming videos, music, etc. 
Show slide 2 and explain to the children that although there are numerous positives associated with being online, there are also some negative aspects. Ask the children what worries someone might have about being online. Arrange the children in pairs and hand out whiteboards and pens (one between two). Allow the children to discuss the question and write down their ideas. 
Take feedback and discuss the children’s responses. Answers may include online bullying, seeing uncomfortable things or peer pressure to behave a certain way.
Show presentation:
Read each scenario to the class and discuss the feelings associated with each. The children may have different answers, which is fine as long as they can justify their responses. Ask some children to share their example scenarios if they have created one. 
Show slide 2 and ask the children if it is important to ask for help if something online has upset them. Share the video on the link: BBC Own It - What to do if you see something upsetting online with the pupils. 
Using slide 3, discuss the seven tips the video goes through for how to deal with online issues that may upset people. 
Continue to slide 4 and explain to the children that they will create a top tips poster. Hand out a whiteboard and pen to each pair and ask them to take notes while they watch the video again. Replay the video on the link: BBC Own It - What to do if you see something upsetting, pausing at the appropriate time to allow the children to take notes on any information they could use for the posters. 
Hand out the devices (one between two) and demonstrate how to open a word processing program (e.g. Microsoft Word, Google Docs, Apple Pages, etc). Explain that the children will use this program to create their posters for the classroom. Instruct them to include top tips for getting help online, using the notes they have made. Allow time for the children to complete the activity.
Ask the children to circulate the room to see the posters.



	Session Two 
Focus:
To explore the impact and consequences of sharing online.
Success Criteria:
I can describe how to be kind and show respect for others online.
I can identify the risks of sharing things online, even if they are sent privately.


Display slide 1 of the Presentation: Selfies and ask the children: 
· What is a selfie? (A self-portrait that a person takes using a digital or smartphone camera.)
· Have you ever shared a selfie online? (Answers will vary but explain that sharing online can include sending a picture message to friends and family or posting on age-appropriate social media or websites.)
· Would you share selfies privately? (Answers will vary but clarify that messages can sent privately to one person through text message services and private settings can be used on age-appropriate social media channels so that content can only be viewed by personal contacts rather than anyone online.)
· Can you delete selfies so that they can no longer be seen? (The children might respond that the selfie has been deleted and will no longer be viewed. This session will focus on how someone may have taken a screenshot of this image or downloaded it.)
Explain to the children that they will look at the fact that images we take can be shared without our permission. 
Show slide 2 and watch the video on the link BBC Own It - How to stay in control of your images.
Hand out the Activity: Impacts of sharing online (one each) and explain that the children will create one scenario where sharing content online has created a positive impact and one scenario where the effects produce a negative impact. Allow time for the children to complete the activity.
Ask some children to share the scenarios with the class.  Video for evidence. 


	Session Three
Focus:
To know how to create a positive online reputation.
Success Criteria:
I can describe what a positive online reputation is.
I can explain strategies to create a positive online reputation.


Display the Presentation: Agree or disagree? and arrange the children in pairs. Allow time for paired discussion.
Take feedback and ensure the children understand that consent should always be given before posting content involving other people.
Answers may include:
· I disagree because even if it is not embarrassing, it is still about them and they should have a say in what gets posted.
· I disagree because what one person thinks is embarrassing, another person might not.
· I disagree because other people can take screenshots and download images, which could be used inappropriately. Everyone should have a choice if they want pictures of themselves online.
· I agree because if it is something fun like a group photo, it is ok.
· I agree if you know the person well and are sure they would not mind.

Pupil video: Online safety rap
Presentation: Creating a positive online reputation
Display slide 1 of the Presentation: Creating a positive online reputation. Share the phrase ‘do not judge a book by its cover’ and ask the children: 
· What does this phrase mean? (Answers may include that you should not judge someone by how they look; do not decide if you like something by the way it looks; you should get to know someone before deciding if you like them; what a person is like inside is more important than what they look like.)
· What does the word reputation mean? (The opinions and beliefs that a person has about someone or something.)
· How is a person’s reputation created? (Somebody’s offline or real-world reputation is based on how they act and what they say.)
What if we have never met that person before? (It is based on others’ comments and beliefs; sometimes, our perceived reputation of someone can be different when we meet them
On flip chart paper: create class bank of how to create a positive online reputation.  Children need to merge their ideas from today’s learning.  Display in the classroom for future discussions and to make reference to. 


	Session Four
Focus:
To describe how to capture bullying content as evidence.
Success Criteria:
I can identify a range of strategies to collect evidence.
I can describe who to share evidence with to help me.

What is bullying? (The deliberate act of harming, intimidating or threatening someone else to cause them physical or emotional distress.)
Why do people bully? (Answers may include they want to feel powerful and in control; they may be having a tough time or insecure so they take it out on someone else; to show off or fit in; they may not understand how much it hurts the other person; they may have been bullied themselves so think it is normal.)
Is it easier to bully online? Why or why not? (Answers may include you can hide behind a screen; you do not have to feel guilty because you cannot see people’s reactions; it may seem that there are no consequences or the consequences are delayed; they may be using an avatar or anonymous account so no one knows who they are.)
Take feedback and watch the video on the link: BBC Own It - Why do people bully? Children to make notes on whiteboards of the key messages.
Presentation: Capturing evidence
Display slide 1 of the Presentation: Capturing evidence and explain that although it can be hard to prove online bullying, the children will learn some techniques to help collect evidence. 
Show slide 2 and introduce the term screen grab. Explain this is the same as a screenshot: an image in which you can capture all or part of what is displayed on a digital device.
Discuss some methods to take a screen grab, such as using prt scr (print screen) key or the snipping tool on a computer desktop or laptop. Refer to the Activity: Taking a screen grab on different devices for instructions on how to screen grab on other software and devices. Demonstrate some of these techniques.
Using slide 3, share and discuss other ways children can collect evidence against a bully.
Continue to slide 4 and hand out the devices (one each). Demonstrate where on the school network the Activity: Collecting evidence is located and explain that they will practise using the strategies they have learnt.  Take photos for evidence of children screen grabbing using devices. 


	Session Five
Focus:
To manage personal passwords effectively.
Success Criteria: 
I know how to create a strong password.
I know a range of strategies to create a strong password.
I can explain what to do if my password is lost or stolen.

Presentation: Password protection
Display slide 1 of the Presentation: Password protection and read the statement to the class. Ask the children if they agree or disagree with this approach. Allow time for paired discussion and take feedback. Discuss how it is easier to remember just one password across all their accounts; however, if someone finds out their password or one of their accounts is hacked, that person can access all of their accounts. 
Show slide 2 and read the statement. Allow time for paired discussion and take feedback. Discuss how multiple passwords are a great way to protect accounts but explain that having them on a document on the computer or written in one place is not a sensible idea. Inform them that if somebody finds that document or book, they will know all the passwords for your accounts.
Using slides 3–5, discuss how children can manage their passwords safely (two-factor authentication, biometrics and shared computers). Watch the video on the link: Two-factor authentication on VideoLink to explain it to the children.
Continue to slide 6 and ask the children what people can do if someone gets hold of their password. Discuss how this could be done by someone hacking (gaining unauthorised access) your account, accidentally giving your password to someone, someone finding your password in a notebook or leaving yourself logged on to a device. Allow time for paired discussion and take feedback.
Discuss as a class and ensure the children understand that if they have used the same password for every account or if the location of where their passwords are kept has been discovered by someone else, they must change their passwords for all their accounts as soon as possible. 
Explain that if they think their password has been hacked, it may be due to a virus on the device. Inform them to ask an adult to check the security software and run a virus scan. Explain it is important to do this before changing any other passwords as if the device has been hacked, this may also give them all the new passwords. 
Share slide 7 and tell the children to imagine they have a new class reward, a sweet dispenser, where the children can receive a handful of sweets at break time and after lunch if they earn enough good behaviour points. Explain that the only area the school can place the dispenser is in the corridor, which means anybody walking around the school can also get the sweets. 
Using slide 8, introduce the activity and tell the children they will design a new access system for the sweet dispenser that only allows their class to access the sweets. Use the bullet points on the slide for ideas of effective systems that the children could introduce. Ask them:
· Strong password: will you generate individual usernames and a strong password for each pupil in the class or a shared one? Will it be a number keypad or include letters? 
· Two-factor authentication: where will the second authentication go once the children enter their username and password? Will this be on a mobile phone so that the teacher approves the login, a link sent to the school office or will a pupil in the class be in charge?
· Biometrics: for extra security, will the children need to use facial recognition or fingerprints for their usernames?
Inform the children they will also need to think about a strategy if usernames and passwords are shared, lost or stolen. This could include children ensuring they never share their details or instantly wiping all the data and generating new passwords if they find out someone from another class has accessed the sweet dispenser. 
Arrange the children in pairs and hand out the Activity: Access systems (one each). Allow time for paired discussion and for the children to complete the activity.

	Session Six

Focus:

To be aware of strategies that help protect people online.
Success Criteria: 
I can describe simple ways to increase my privacy settings.
I can explain why I should keep my software updated.
I can describe strategies to identify scams.

Display the Presentation: Think before you click and explain to the children that sometimes online content is used to get money or information from people illegally (called cybercrime, online fraud and identity theft). Discuss the following vocabulary and definitions:
· Phishing: online scammers trying to get hold of personal or financial information.
· Scammers: people who try to steal your information.
· Software updates: updates that protect your device more on the internet. 
· Malware: malicious software that is harmful and collects personal and financial information.
Hand out devices (one between two) with word processing software or access to the link: Sketchpad and allow the children to create their infographic posters.
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